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Introduction

Á This presentation is combined best practice 
solutions from Jericho Forum members
ïEverything here is implemented somewhere

ïAny exceptions, caveats or issues are noted

ïAim was to be totally product agnostic (but we failed for 
reasons of ease of clarity & understanding)

Á Aim : No big bang required, but some ñquick winsò

Á Acceptance : No rip & replace ïrather a 3 -5 year 
"replacement / upgrade" timeline

Á Jericho Forum Commandments used as product / 
design sanity check



Caveat ïWarning

1. These are not the only solutions

2. These are possible solutions for 
migrating a (large) perimeterised 
corporate

3. Your mileage will vary.....



Pre- reading

Business rationale 
for

de-perimeterisation

Jericho Forum 
Commandments 

Collaboration 
Oriented 

Architectures



Agenda

Á Design principles, assumptions & caveats

Á Requirements

Á Solutions
ïCorporate e -mail

ï Secure Web access

ï Authenticated web solutions

ï End-point anti -malware & management

ï NAC & NAP

ï Integrating legacy systems

Á Spin -off benefits & related solutions
ïNetwork reduction and resiliency

ïWireless network infrastructure

ï Layered defence model

Á Q&A



Design principles

Á Rule of thumb - the old engineering adage
design for worst case

ï Rule: Design for Internet working

ï Test: could you (in theory) operate your entire 
corporation on the raw Internet

ï Reminder: Internal network provides QoS and 
cannot be guaranteed to provide any security

Á Technology should be available today

Á Note: This is the foundation for being able 
to utilise more collaboration technologies



Design principles

Á Solution should operate identically in 
Intranet & Internet
ï Works as well within borders, just more secure 

(internally) due to better QoS

Á Bake - in rather than bolt -on
ï Is generally more secure

ï Generally results in cheaper solutions

Á Good (better) security practice & 
principles still need to observed
ï such as two - factor authentication



The problems with firewalls



The problems with VPN

ÁGeneral purpose IP Sec / SSL VPN is the 
Swiss -army knife of the security world

General 

Users

Application

Systems

Admin

Customers 

Partners 

Suppliers



The problems with a fortress mentality

ÅUbiquitous Port80 

ÅRemote execution

ÅInternet access

ÅWLAN,  3G access

ÅOutsourced admin

ÅRemote access

Åetc

It used to be just a modemé

Now we have:

ÅMobile computers

ÅUSB memories

ÅPDA:s

ÅSoftware

ÅInternet access

Åp2p

ÅVoIP

Åmail, viruses

Åhacking tools

Åpersonal firewalls

Å.



Use security solutions effectively

ÁUse firewalls to keep out ñinternet lumpsò

ïñHomeò firewall rules, no complex rule-set

ÁUse firewalls to front end systems

ïSimple, easy to maintain, IP and port rules

ÁUse VPNôs to front end legacy applications / 
systems, but not for general access

ïRestrict to specific IPôs and ports

ÁProtect systems and devices not networks



Old Thinking vs. Jericho Thinking

Old Mindset

Á Connections to the 
secure network

Á Connection - level 
authentication

Á Authentication to 
access the secure 
network

Á Secure tunnel from 
device to network 
connection point

New Mindset

Á Connections to 
secure resources

Á Protocol - level 
authentication

Á Authentication to 
access individual 
secure resources

Á Secure protocol from 
device directly to 
secure resources

Č

Č

Č

Č



Risks and benefits

Risks

ÁGet it wrong and 
expose the business

Á Keep adding more 
layers of security

Á Cost and/or inability 
to manage

Á Saddled with 
yesterdayôs 
technology

Á Inflexible to respond 
to market demands

Benefits

Á Increased levels of  
security

Á Simpler, less complex, 
more secure

Á Cheaper to run, easier 
to manage

Á Tomorrows technology 
with ability to gain 
business advantage

Á Flexible and adaptable 
solutions



Definitions . . .

Á De - perimeterisation is what is happening to you

Á Collaboration Oriented Architecture (COA) ïthe 
architecture you adopt as a response

Á Re - perimeterisation
Right -sizing to where it does some good, while still enabling 
the business

Á Micro - perimeterisation
Moving the perimeter closer to the data (ultimately to the 
data itself)

Á Macro - perimeterisation
Moving the perimeter into the cloud

Á Definition
A single (protected) device has no border / perimeter



Assumptions

Á Corporate device (assume a PC)

Á Aim for identity based access

ïTwo - factor authentication (something you have ïthe PC,
and something you know ïusername)

ïLeverage the I&AM system you have today (assume for most 
people itôs Active Directory)

Á Assumption: Federated I&AM in the future, not now

ïBut be positioned to leverage Federated I&AM when available

Á Solutions based on currently available solutions

ïBase solution implementable today

ïUnder 10% bespoke or near - future product roadmap



Requirements
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End-point solution ïE-mail

Microsoft
Exchange

Microsoft
Outlook on 
Corporate 
Desktop

Microsoft
Outlook on 
Corporate 

Laptop

Microsoft
Active

Directory

Internet

Note: Solution shows Microsoft components, 
this could equally be Lotus Notes

ñOutlook 

Anywhereò

Secure Protocol 

(RTP over HTTPS)

Authenticated 

Access against AD

ñAuto 
enrolledò 
computer 
PKI cert & 

cached 
user 

credentials

Port open 
only allowing 

protocol to 
Exchange 
server(s)



End-point solution ïE-mail

Á Very user friendly and intuitive
ïJust connect as you would internally

ÁStill a need for ñclean-pipeò to e-mail server
ïUsing MessageLabs, Postini etc.

Á Still a need for a holistic e -mail solution
ïWeb Access for occasional users

ïBlackberry (or other ñpushò email solutions)

Note: Web Access and Blackberry obey the principle of
working identically inside and outside the perimeter

Á Issues with embedded (internal) links
ïUnless those servers externalised (see later)

ïPotential same issue with blackberry solutions



End-point solution
Web Access

Proxy
Server

Corporate Desktop Corporate Laptop

Microsoft
Active

Directory

Internet

Internal DNS 
Proxy: 

proxy.mycorp.com

Encrypted 
credentials 
added to 

http 
header

Target
Web

Server

In the
cloud
filter

service

Dedicated service 
provides AD user / 

group based filtering 
& anti -malware 
heuristics on all 
returned traffic

External DNS 
Proxy: 

proxy.mycorp.com

Encrypted 
credentials 
added to 

http 
header

ñProxy 
chainò to 
local ñin 

the cloud 
serviceò


