Real world application

= Evolving security architectures to deliver
de-perimeterized solutions

= Paul Simmonds
Jericho Forum Board
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A brief introduction to the Jericho Forum

= The Jericho Forum aims to drive and influence
development of security standards that will meet
future business needs

= These standards will:

— Facilitate the secure interoperation, collaboration
and commerce over open networks

— Be based on a security architecture and design
approach entitled “de-perimeterisation”.

= Globally, more than fifty organisations, from all
sectors, are working together to solve the problems
posed by de-perimeterisation




History

= Computing history can be defined in terms in
Increasing connectivity over time;

— starting from no connectivity,

— to the restricted connectivity we currently have
today;

— Islands of corporate connectivity behind their
managed perimeter.
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Trends and Signs

= Key indicators that indicate a de-perimeterized
future:

e Mismatch of the (legal) business border, the
physical border and network perimeter

e Business demanding that systems collaborate
where B2B relationships exist

e Good network connectivity and access for all
business / operational relationships

e Distributed / shared applications across
business / operational relationships

e Applications that bypasses perimeter security




Rationale

= Jericho Forum in a nutshell: “Your security

perimeters are disappearing: what are you going
to do about it?”

= Need to be able to draw distinctions between
“good” security (e.g. “principle of least privilege”)
and;

“de-perimeterized security” (e.g. “end-to-end
principle”, “Secure collaboration”)




Why should | care?

= De-perimeterisation is a disruptive change
= There is a huge variety of:
— Starting points / business imperatives
— Technology dependencies / evolution
— Appetite for change / ability to mobilise

— Extent of de-perimeterisation that makes
business sense / ability to influence

= S0 we need rules-of-thumb, or principles

— “A benchmark by which concepts, solutions,
standards and systems can be assessed and
measured.”




Structure of the Commandments

The principles,

our benchmark by which concepts, solutions,
standards and systems can be assessed and
measured

= Fundamentals (3)

= Surviving in a hostile world (2)

= The need for trust (2)

= |dentity, management and federation (1)
= Access to data (3)




Fundamentals

1. The scope and level of protection must be
specific and appropriate to the asset at risk

= Business demands that security enables business
agility and is cost effective.

= Whereas boundary firewalls may continue to
provide basic network protection, individual
systems and data will need to be capable of
protecting themselves.

= |n general, IU’s easier to protect an asset the closer
protection is provided.




Fundamentals

2. Security mechanisms must be pervasive,
simple, scalable and easy to manage

= Unnecessary complexity Is a threat to good
security.

= Coherent security principles are required which
span all tiers of the architecture.

= Security mechanisms must scale:
— from small objects to large objects.

= To be both simple and scalable, interoperable
security “building blocks” need to be capable of
being combined to provide the required security
mechanisms.




Fundamentals

3. Assume context at your peril

= Security solutions designed for one environment
may not be transferable to work in another:

— thus it Is important to understand the
limitations of any security solution.

= Problems, limitations and issues can come from a
variety of sources, including:

— Geographic

— Legal

— Technical

— Acceptability of risk, etc.




Surviving in a hostile world

4. Devices and applications must communicate using
open, secure protocols.

5. All devices must be capable of maintaining their
security policy on an untrusted network.




The need for trust

6. All people, processes, technology must have

declared and transparent levels of trust for any
transaction to take place.

7. Mutual trust assurance levels must be
determinable.




Identity, Management and Federation

8. Authentication, authorisation and accountability
must interoperate/ exchange outside of your
locus/ area of control.




Access to data

9. Access to data should be controlled by security
attributes of the data itself.

10. Data privacy (and security of any asset of

sufficiently high value) requires a segregation of
duties/privileges.

11.By default, data must be appropriately secured
both in storage and In transit.
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VoIP Insecurity

Wannabe VolP Security Moron Cries VolIP Isn’t Safe
Friday, August 31st, 2007 @ 8:38 am | News

= An idiot named Paul Simmonds (a member of Jericho Forum’s
board of management) says: VoOIP is not yet ready for use in
businesses. “We don’t consider VolP to be enterprise-ready,”
Simmonds said.

Anon (http://www.infiltrated.net/?p=10)




Paper available from the Jericho Forum
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Position Paper

= The Jericho Forum Position
Paper “VolP In a de-
perimeterized world”
Is freely available from the
Jericho Forum website

VolP in a de-perimeterised world
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VolP Business Requirements

= Return on Investment for;
— Specific Computer to Telephony Integration
— Greenfield site / refresh
— Toll-bypass via the WAN / Internet
— Distributed workforce
— Integrated home/mobile workers

= Rarely a Return on Investment for;
— Rip & replace existing office phone systems

— More expensive (and complex) end devices
— Patch process for all system components




VolIP vs. Jericho Forum Principles

Specific & appropriate to the asset at risk
Security, simple, scalable & manageable
Assume context at your peril

Open & secure protocols.

Maintain security policy on un-trusted net.
Transparent trust
Mutual trust assurance levels

Authentication outside of locus of control
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The future

= Many - and in some cases most - network security
perimeters will disappear

= Like it or not de-perimeterisation will happen

= The business and operational drivers will already
exist within your organisation

= |t's already started and it's only a matter of:
— how fast,
— how soon and

— whether you decide to control it




Future challenges

= Data vs. Network

— As networks open up and are shared the challenge is to
protect the data

= Ad-hoc relationship

— Shorter, more ad-hoc relationships are becoming the
norm

= Collaborators, competitors and enemies
— Our networks contain people we trust
— Collaborators in one area competitors in others
— Those we need to share with but do not trust




Architecting for a Jericho Forum Blueprint

= De-perimeterisation is the concept of architecting
security for the extended business boundary

= |t Is not a solution In itself, but promises to:

— Reduce complexity, unifying and simplifying solutions and
generally reduce cost

— Business flexibility, cost-effective bandwidth and
infrastructure provision

— Increased security thereby reduce business risk
— Enable multi-vendor outsourcing

— Simpler and thus more auditable environment
— Provides true defence in depth




Collaboration Oriented Architecture

= A concept used to describe the design of a
computer system that is designed to collaborate,
or use services, from systems that are outside of
your locus of control.

“... And so the first idea was to say, OK, let's have that boundary, that one
perimeter, and use that, which has been a reasonable concept.

But, in fact, if we look what actually goes on in terms of consultants coming
into your company, employees who are not on site that need full access
capabilities, we can't think of that glass house, that kind of network
topology as the way that we do this isolation, as the way we define what
can connect to what.

So, we need a far more powerful paradigm in order to do this.”
Bill Gates, RSA Security Conference keynote, February 2007.

Successful implementation of a Collaboration Oriented Architecture implies
the ability to successfully inter-work securely over the Internet and will
typically mean the adoption of the principles of de-perimeterisation.

http://en.wikipedia.org/wiki/Collaboration_Oriented_Architecture
’ T owEy a
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Getting from where we are today . . .

= How to move from a secure network with poor
process administration to insecure networks with
secure protocols and processes

1. Accept that you do not have a secure network

2. Base all technology and design assumptions on this
revised paradigm

3. Start using de-perimeterized solutions today — they will
work just as well inside a “secure” network

4. Change mindsets within your organisation

5. Join the Jericho Forum and collaborate in defining the
direction for Information Security




Old Thinking vs. Jericho Forum Thinking

Old Mindset New Mindset
= Connections to the = = Connections to
secure network secure resources
= Connection-level -> = Protocol-level
authentication authentication
= Authentication to -> = Authentication to
access the secure access individual
network secure resources
= Secure tunnel from => = Secure protocol from
device to network device directly to
connection point secure resources




Old Mindset vs. Jericho Forum Mindset

= “CIA”:
— Confidentiality = Security
— Integrity = Security
— Availability = Quality of Service

JERICHO




Risks and benefits

Risks Benefits

= |nflexible to respond = Flexible and adaptable
to market demands solutions

= Get it wrong and = |Increased levels of
expose the business security

= Keep adding more = Simpler, less complex
layers of security security

= Cost and/or inability = Cheaper to run, easier
to manage to manage

= Saddled with = Tomorrows technology
yesterday’s with ability to gain
technology business advantage
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Paper available from the Jericho Forum

= The Jericho Forum Position
Paper “The need for
Inherently Secure
Protocols”
Is freely available from the
Jericho Forum website
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Paper available from the Jericho Forum
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= The Jericho Forum Position
Paper “Wireless in a de-
perimeterized world”
Is freely available from the
Jericho Forum website
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Paper available from the Jericho Forum

Position Paper
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= The Jericho Forum Position
Paper “Architecture for de-
perimeterisation”
Is freely available from the
Jericho Forum website
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Jericho Forum
‘ Shaping security for tomorrow’s world
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